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FortiManager Firmware

This document provides an overview of FortiManager firmware and highlights general
information you should be aware of prior to upgrading your FortiManager device. This guide is
intended to supplement the FortiManager Release Notes documentation.

The following topics are included in this section:

Best practices

Firmware image naming convention
FortiManager VM firmware

Build numbers

Firmware upgrade and support information

Best practices

Before any firmware upgrade complete the following:

Download the FortiManager firmware image and Release Notes document from the Fortinet
Customer Service & Support portal. Review the Release Notes including special notices,
upgrade information, product integration and support, resolved and known issues.

Prepare your FortiManager for upgrade, install any pending configurations, ensure your
managed devices are running the appropriate firmware versions as documented in the
firmware Release Notes.

Backup your configuration file. It is recommended that you create a system backup file and
save this configuration to your local computer. The device configuration file is saved with a
.dat extension.

In VM environments, it is recommended that you take a Snapshot of the VM instance. In the
event of an issue with the firmware upgrade, use the Snapshot Manager (VMware ESX/ESXi) or
Snapshots (Microsoft Hyper-V) to revert to the Snapshot.

/,QJ In VM environments, upgrade your VM server to latest stable update and patch release offered

by the VM host server provider.

Plan a maintenance window to complete the firmware upgrade. If possible, you may want to
set up a test environment to ensure that the upgrade does not negatively impact your
network or managed devices.
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¢ Once the upgrade is complete, test your FortiManager device to ensure that the upgrade
was successful and that all managed devices are listed.

Firmware best practice: Stay current on patch releases for your current major release. Only
upgrade to a new major release or version when you are looking for specific functionality in the
new major release or version. For more information, see the FortiManager Release Notes or

contact Technical Support.

Firmware image naming convention

b

FortiManager firmware images on the Fortinet Customer Service & Support portal FTP directory
are organized by firmware version, major release, and patch release. The firmware images in the
directories follow a specific naming convention and each firmware image is specific to the
device model. For example, the FMG_300D-v500-build0232-FORTINET.out image found in the
v5.0 Patch Release 4 directory is specific to the FortiManager 300D device model and the
FMG_1000C-v400-build0700-FORTINET.out image found v4.0 MR3 Patch Release 7 directory

is specific to the FortiManager 1000C device model.

Figure 1 shows the version 5.0 Patch Release 4 FTP directory and highlights the firmware image
for the FortiManager 300D and the location of the FortiManager v5.0 Patch Release 4 Release

Notes.

You can also download the Fortinet-FortiManager-FortiManager MIB file in this directory. The
Fortinet Core MIB file is located in the main FortiManager v5.00 directory.

Figure 1: v5.0 Patch Release 4 FTP directory

FTP directory /FortiManager/v5.00/5.0/5.0.4/ at support.fortinet.com

To view this FTP site in File Explorer: press Alt, click View, and then click Open FTP Site in File Explorer.

Up to higher level directory

09/13/2013 11:1 37,688,997 FMG 1000C-v500-build0Z3Z-FORTINET.out

09/13/2013 33,120,765 FMG 100C-v500-bui T.out

09/13/2013 33,468,123 FMG Z200D-v500-In 1

09/13/2013 35,631,403 FMG 3000B-w500- -out

098/13/2013 28.010. 006 MG 2000C w2002 TINET  out

IOQ!LS!ZOLS 35,275,315 FMG 300D-v500-In T.out I
08/ 1372013 30, 1EE, 618 NG 2000D-voo0-

09/13/2013 34,192,662 FMG 400B-v500-buil.

09/13/2013 34,918,088 FMG 400C-v500-build0232-FORTINET.out

09/13/2013 35,092,482 FMG 5001A-v500-build0Z3Z-FORTINET.out

09/13/2013 35,082,732 FMG VM32-v500-build0Z232-FORTI

09/13/2013 34,932,502 FMG VM32-v500-build0Z32-FORTI

09/13/2013 38,066,355 FMG VM&4-v500-build0232-FORTI

09/13/2013 37,899,014 FMG VM&4-v500-build0232-FORTI

09/13/2013 38,493,370 FMG VMé&é4 HV-v500-build0232-FORTINET.out

09/13,/2013 38,085,219 FMG VMé&é4 HV-v500-build0232-FORTINET.out.hyperv.zip
08/13/2013 11 1,512,892 FortiManager-v5.0-Patch-Release-4-Release-Notes.pdf
09/18/2013 0 1,671,554 FortiManager-v5.0-Fatch-Release-4-Upgrade-Guide.pdf
09/13/2013 11:12PM Directory MIB

FortiManager Firmware
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FortiManager VM firmware

Fortinet provides FortiManager VM firmware images for both VMware ESX/ESXi and Microsoft
Hyper-V Server virtualization environments.

VMware ESX/ESXi

e FMG_VMxx-v500-buildxxxx-FORTINET.out: Download either the 32-bit or 64-bit firmware
image to upgrade your existing FortiManager VM installations.

e FMG_VMxx-v500-buildxxxx-FORTINET.out.ovf.zip: Download either the 32-bit or 64-bit
package for new FortiManager VM installations. The package contains a deployable Open
Virtualization Format (OVF) virtual machine package for VMware ESX/ESXi installations and
the fmg.vmdk and datadrive.vmdk virtual machine disk format files.

Microsoft Hyper-V Server

e FMG_VM64_HV-v500-buildxxxx-FORTINET.out: Download the firmware image to upgrade
your existing FortiManager VM installation.

e FMG_VM64_HV-v500-buildxxxx-FORTINET.out.hyperv.zip: Download the package for a new
FortiManager VM installation. This package contains a Virtual Hard Disk (VHD) file for
Microsoft Hyper-V Server.

For more information see the FortiManager product datasheet available on the Fortinet web
site, http://www.fortinet.com/products/fortimanager/virtualappliances.html.

Build numbers

FortiManager firmware images are generally documented as a three-digit build number. New
FortiManager models may be released on a special branch based off of the regular
FortiManager firmware release. As such, the build number found in the System Settings >
General > Dashboard, System Information widget and the output from the get system
status CLI command displays this four-digit special build number as the build number.

To confirm that you are running the proper build, the output from the get system status CLI
command has a Branch point: field that displays the regular three-digit build number.

The following examples provide the output from the get system status CLI command for
both a regular firmware release and a new model firmware release.
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Example 1: Regular firmware release

Platform Type : FMG-VM

Version : v5.0-build0232 130328 (GA Patch 4)
Serial Number : FMG-VM0000000000

BIOS version : 04000002

Hostname : FMG-VM

Max Number of Admin Domains : 10

Max Number of Device Groups : 10

Admin Domain Configuration : Disabled

FIPS Mode : Disabled

HA Mode : Stand Alone

Branch Point : 232

Release Version Information : (GA Patch 4)

Current Time : Wed Sept 24 12:14:08 PDT 2013
Daylight Time Saving : Yes

Time Zone : (GMT-8:00)Pacific Time (US&Canada)
License Status ¢ Valid

Example 2: New model firmware release

Platform Type : FMG-300D

Version : v5.0-build4020 130316

Serial Number : FMG-300D11000137

BIOS version : 04000002

Hostname : FMG-300D

Max Number of Admin Domains : 300

Max Number of Device Groups : 300

Admin Domain Configuration : Enabled

FIPS Mode : Disabled

HA Mode : Stand Alone

Branch Point : 151

Release Version Information : Patch Release 2

Current Time : Wed Apr 24 15:54:01 PDT 2013
Daylight Time Saving : Yes

Time Zone : (GMT-8:00)Pacific Time (US&Canada)
License Status : Valid
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Firmware upgrade and support information

The following table is for reference only. Review the applicable FortiManager releases notes
prior to upgrading your FortiManager system.

Table 1: FortiManager upgrade and support information

The following table uses the naming convention ‘4.3.7°, where the first digit reflects the version,
the second digit reflects the major release, and the third digit reflects the patch release. For
example, 4.3.7 is v4.0 MR3 Patch Release 7.

FortiManager Firmware Version | Build Number Upgrade From FortiOS Version Support
FortiManager 5.2
5.2.0
Release Date: TBA
FortiManager 5.0
5.0.6 0310 5.0.0 or later 5.0.4,5.0.5,5.0.6
Release Date: 2014-02-05 4.3.0 or later 4.3.2 or later
4.2.0 or later

FortiManager 5.0.6 is available for the following models: FMG-100C, FMG-200D, FMG-300D, FMG-400B, FMG-400C,
FMG-1000C, FMG-1000D, FMG-3000B, FMG-3000C, FMG-4000D, FMG-5001A, FMG-VM32, FMG-VM64, and

FMG-VM64-HV.

5.0.5 0266 5.0.0 or later 5.0.4,5.0.5

Release Date: 2013-11-09 4.3.0 or later 4.3.2 or later
4.2.0 or later

FortiManager 5.0.5 is available for the following models: FMG-100C, FMG-200D, FMG-300D, FMG-400B, FMG-400C,
FMG-1000C, FMG-1000D, FMG-3000B, FMG-3000C, FMG-4000D, FMG-5001A, FMG-VM32, FMG-VM64, and

FMG-VM64-HV.

5.0.4 0232 5.0.0 or later 5.0.4

Release Date: 2013-09-13 4.3.0 or later 4.3.2 or later
4.2.0 or later

FortiManager 5.0.4 is available for the following models: FMG-100C, FMG-200D, FMG-300D, FMG-400B, FMG-400C,
FMG-1000C, FMG-3000B, FMG-3000C, FMG-4000D, FMG-5001A, FMG-VM32, FMG-VM64, and FMG-VM64-HV.

5.0.3
Release Date: 2013-07-10

0200

5.0.0 or later
4.3.0 or later

5.0.3
4.3.2 or later
4.2.0 or later

FortiManager 5.0.3 is available for the following models: FMG-100C, FMG-200D, FMG-300D, FMG-400B, FMG-400C,
FMG-1000C, FMG-3000B, FMG-3000C, FMG-4000D, FMG-5001A, FMG-VM32, FMG-VM64, and FMG-VM64-HV.

FMG-VMG64-HYV is released on the regular build.
FMG-1000D is release on special build 4035.

5.0.2 0151 5.0.0 or 5.0.1 5.0.2
Release Date: 2013-03-28 4.3.0 or later 4.3.2 or later
4.2.0 or later
FortiManager Firmware Page 9 FortiManager v5.0 Patch Release 6 Upgrade Guide



Table 1: FortiManager upgrade and support information (continued)

FortiManager Firmware Version

Build Number

Upgrade From

FortiOS Version Support

FortiManager 5.0.2 is available for the following models: FMG-100C, FMG-200D, FMG-300D, FMG-400B, FMG-400C,
FMG-1000C, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM64.

The FMG-300D is released on special build 4020.
The FMG-4000D is released on special build 4019.

5.0.1
Release Date: 2013-02-01

0121

5.0.0
4.3.0 or later

5.0.1
4.3.2 or later
4.2.0 or later

FortiManager 5.0.1 is available for the following models: FMG-100C, FMG-200D, FMG-400B, FMG-400C, FMG-1000C,
FMG-3000B, FMG-3000C, FMG-5001A, FMG-VYM32, and FMG-VM64.

The FMG-300D is released on special build 4009.

5.0.0
Release Date: 2012-11-01

0076

4.3.0 or later

5.0.0
4.3.2 or later
4.2.0 or later

FortiManager 5.0.0 is available for the following models: FMG-100C, FMG-200D, FMG-400B, FMG-400C, FMG-1000C,
FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM64.

FortiManager 4.3
4.3.8 0719 4.3.1 or later 4.3.5 or later
Release Date: 2013-11-26 4.2.0 or later 4.2.0 or later

FortiManager 4.3.8 is available for the following models: FMG-100, FMG-100C, FMG-200D, FMG-400A, FMG-400B,
FMG-400C, FMG-1000C, FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32

, and FMG-VMé64.

4.3.7
Release Date: 2013-02-20

0700

4.3.1 or later
4.2.0 or later

4.3.5 or later
4.2.0 or later

FortiManager 4.3.7 is available for the following models: FMG-100, FMG-100C, FMG-200D, FMG-400A, FMG-400B,
FMG-400C, FMG-1000C, FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32

, and FMG-VM®64.

4.3.6
Release Date: 2012-07-05

0673

4.3.1 or later
4.2.0 or later

4.2.0 or later

FortiManager 4.3.6 is available for the following models: FMG-100, FMG-100C, FMG-200D, FMG-400A, FMG-400B,
FMG-400C, FMG-1000C, FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM64.

4.3.5
Release Date: 2012-05-17

0658

4.3.1 or later
4.2.0 or later

4.3.2,4.3.3,4.3.4,0r4.3.5
4.2.0 or later

FortiManager 4.3.5 is available for the following models: FMG-100, FMG-100C, FMG-400A, FMG-400B, FMG-400C,
FMG-1000C, FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM64.

Note: There is no image available for the FMG-200D.

4.3.4
Release Date: 2012-04-06

0640

4.3.1 or later
4.2.0 or later

4.3.2,4.3.3,0r4.3.4
4.2.0 or later

FortiManager 4.3.4 is available for the following models: FMG-100, FMG-100C, FMG-200D, FMG-400A, FMG-400B,
FMG-400C, FMG-1000C, FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM64.

4.3.3 0631 4.3.1 or later 43.20r4.33
Release Date: 2012-03-15 4.2.0 or later 4.2.0 or later
FortiManager Firmware Page 10 FortiManager v5.0 Patch Release 6 Upgrade Guide
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Table 1: FortiManager upgrade and support information (continued)

FortiManager Firmware Version | Build Number Upgrade From FortiOS Version Support

FortiManager 4.3.3 is available for the following models: FMG-100, FMG-100C, FMG-400A, FMG-400B, FMG-400C,
FMG-1000C, FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM®64.

4.3.2

Release Date: 2011-12-13 4.2.0 or later 4.2.0 or later

0590 4.3.1 or later 4.3.2

FortiManager 4.3.2 is available for the following models: FMG-100, FMG-100C, FMG-400A, FMG-400B, FMG-1000C,
FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, FMG-VM32, and FMG-VM®64.

4.3.1

Release Date: 2011-07-21

0524 4.3.0 4.3.0 or 4.3.1
4.2.0 or later 4.2.0 or later

FortiManager 4.3.1 is available for the following models: FMG-100, FMG-100C, FMG-400A, FMG-400B, FMG-1000C,
FMG-3000, FMG-3000B, FMG-3000C, FMG-5001A, and FMG-VM32.

FMG-VMB32 is released on special build 6172.

4.3.0

Release Date: 2011-06-30

0514 4.2.1 or later 4.3.0
4.2.0 or later

FortiManager 4.3.0 is available for the following models: FMG-100, FMG-100C, FMG-400A, FMG-400B, FMG-1000C,
FMG-3000, FMG-3000B, FMG-3000C, and FMG-5001A.

FortiManager 4.2 is no longer supported (EOS) as of April 03, 2013.

VAN

JAN

In version 5.0, FortiClient endpoint agent configuration and management are now handled by
the FortiGate Endpoint Control feature. You can configure your FortiGate device to discover
new devices on your network, enforce FortiClient registration, and deploy a pre-configured
endpoint profile to connected devices. This feature requires a FortiGate device running FortiOS
v5.0.0 or later.

For more information, see the Device and Client Reputation for FortiOS 5.0 Handbook available
at the Fortinet Document Library.

FortiManager v5.0.0 introduced a new hard disk drive partition layout which is required for
optimal usage and performance. Following an upgrade to FortiManager v5.0.0 or later, a
backup must be made and then the disk must be reformatted with following command:

execute format {disk | disk-ext4d}

A format will erase all local logs, and FortiGuard database information. Backup any local event
logs that you wish to keep. The FortiManager will then need to re-download all of the
AV/IPS/AS/WF objects from the FortiGuard Distribution Servers (FDS) which may take up to half
a day. During that time managed devices will not be able to obtain these services from the
FortiManager. You should configure devices to point to a backup FortiManager or the FDS for
these services

7 When upgrading from FortiManager v4.0 MR2 EMS mode, you must run the Import Wizard for
A each managed device to ensure all rules and policies are added to the FortiManager.
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Upgrade Information

This section outlines the general firmware upgrade steps. The following topics are included in
this section:

e General firmware upgrade steps
¢ Upgrading the FortiManager firmware for an operating cluster

¢ Downgrading to previous firmware versions

. Please review the Firmware Release Notes prior to upgrading. For more information on
A upgrading your FortiManager device, see the FortiManager Administration Guide available at
the Fortinet Document Library.

General firmware upgrade steps

The following table lists the general firmware upgrade steps.

Table 2: Upgrade steps

Step 1 Prepare your FortiManager for upgrade.

Step 2 Backup your FortiManager system configuration. For FortiManager VM,
take a Snapshot of the VM instance.

Step 3 Transfer the FortiManager firmware image to your FortiManager device.

Step 4 Log into your FortiManager Web-based Manager to verify the upgrade was
successful.

Step 1: Prepare your FortiManager for upgrade
1. Install any pending configurations.

2. Make sure all managed devices are running the supported firmware versions as stated in the
Firmware Release Notes.

3. Log in to the Fortinet Customer Service & Support portal at https://support.fortinet.com.
4. Select Download from the toolbar and select Firmware Images from the drop-down list.
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Upgrade Information

Figure 2: Firmware images page

- A ~ LOGOUT
F =HTInET Home Asset Assistance Feedback R —

CUSTOMER SERVICE & SUPPORT

FortiGuard Service Updates

Firmware Images

Images

Firmware k ) - .
Fortinet Firmware Images And Software Releases k

Firmware Images

‘Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiManager " Download

Warning! Newer Safari browser may not be supported to access the download links. IE or Firefox browser is recommended.
Below is a series of periodic updates and advisories about the current and upcoming firmware and/or software releases for Fortinet products, please read the associated release notes for further
details. All ETA dates are estimates and may be subject to change without notice.

Please read the release notes carefully

FortiOS 5.0 Description Notes

Patch 5  Build 0252 Latest 5.0 Patch Release Released 31 October 2013
Patch 4 Build 0228 Latest 5.0 Patch Release Released § August 2013
Patch 3 Build 0208 Latest 5.0 Patch Release Relessad 3 June 2013
Fortios 4.0 Description Notes

MR Pacch 15 Build D672 Latest MR3 Patch Release Releasad 4 Seprember 2013
MR3 Patch 14 Build D6ES Latest MR3 Patch Release Relessed 16 May 2013

You can also access the latest Firmware releases by adding our R55 feed, simply copy the URL below and follow your RSS reader's instructions for adding a new RSS feed

RSS Feed

Select FortiManager from the drop-down list and select Download.
The FTP directory is displayed.

Figure 3: Example FTP directory

) Up to higher level directory

Name Size Last Modified
500 2012-11-03  12:00:00 AM
5o 2013-05-23  12:00:00 AM
502 2013-09-11  6:36:00 PM
503 2013-11-19 %:37:00 PM
504 2013-09-18  6:15:00 PM
505 2013-12-05  12:04:00 AM

Browse to the appropriate FTP directory to download the firmware image (.out) and Release
Notes document.

To verify the integrity of the download, select Download from the toolbar and select
Firmware Image Checksums from the drop-down list.
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Figure 4: Firmware image checksums page

R a1 ~ LOGoOUuT
F=-=HTInET Home  Asset  Assistance Feedback e S

CUSTOMER SERVICE & SUPPORT

FortiGuard Service Updates

Firmware Images

Image
Checksums

Firmware Image Checksums

Retrieve Firmware Images Checksums

Firmware Image Checksums

The firmware image checksum is required when you install firmware images to Fortinet products, it is used by system to evaluate the firmware image. This information could be retrieved by
providing firmware image file name in this page.

Image File Name:

FMG_VMB4-v500-build0266-FORTINET.out @ Sample firmware image file name like this: FGT_1000A-v400-build0185-FORTINET.out

Get Checksum Code

Image File Name: FMG_VM64-v500-build0266-FORTINET.out
Checksum Code: 96caca37e5a9f4c425ae0c709e41b33f

8. Enter the file name and select Get Checksum Code to get the firmware image checksum
code. Compare this checksum with the checksum of the firmware image.

Step 2: Backup your FortiManager system configuration
1. Go to System Settings > Dashboard.
2. Select Backup in the System Information widget.

Figure 5: System information widget

* System Information

Host Name FMG-vM [Change]

Serial Number FMG-VMOA11000946

Flatform Type FMG-VMBE4

HA Status Standalone

System Time Thu Sep 12 10:20:17 PDT 2013 [Change]
Firmware \Version v5.0-build0231 130911 (Interim) [Update]

System Configuration Last Backup:N/A
& g ]BaEkuE[ [Restore] [System Checkpoint]
a

Current Administrators d [Change Password] /1 in Total [Detail]
Up Time 0 day 1 hour 23 minutes 18 seconds

Administrative Domain Enabled [Disable]

The Backup dialog box opens.

Figure 6: Backup dialog box

Backup

Encryption

Password [IIITITTITY]

Confirm Password |essessssss

3. Select the checkbox to encrypt the backup file and enter a password.

When selecting to encrypt the backup configuration file, the same password used to encrypt
the file will be required to restore this backup file to the FortiManager device.
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4. Select OK and save the backup file on your local computer.

Optionally, you can backup the configuration file to a FTP, SFTP, or SCP server using the
following CLI command:

execute backup all-settings {ftp | sftp} <ip> <path/filename save to
the server> <username on server> < password> <crptpasswd>

execute backup all-settings scp <ip> <path/filename save to the
server> <SSH certificate> <crptpasswd>

For more information, see the FortiManager v5.0 Patch Release 6 CLI Reference.
5. In VM environments, it is recommended that you take a Snapshot of the VM instance. In the

event of an issue with the firmware upgrade, use the Snapshot Manager (VMware ESX/ESXi)
or Snapshots (Microsoft Hyper-V) to revert to the Snapshot.

Figure 7: Snapshot of FortiManager VM in VMware

localhost.localdomain VMware ESXi, 5.1.0, 799733

Summary ' Virtual Machines = ResourceAllocation ' Performance ' Configuration ' Local Users & Groups | Events | Permi

close tab [X]

What is a Host?

A host is a computer that uses virtualization software, such Virtual Machines \
as ESX or ESXI, to run virtual machines. Hosts provide the 2
CPU and memory resources that virtual machines use and
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For information on taking snapshots in Microsoft Hyper-V Server environments, see the
Microsoft Server online help.
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Figure 8: Snapshot of FortiManager VM in Microsoft Hyper-V
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Step 3: Transfer the firmware image to your FortiManager device
1. Go to System Settings > Dashboard.

2. In the System Information widget, in the Firmware Version field, select Update.

The Firmware Upgrade dialog box opens.

Figure 9: Firmware upgrade dialog box

From Local:

Browse_

FMG_VM&4_HV-v500-build0273-FORTINET.out

3. Select Browse to locate the firmware package (.out file) that you downloaded from the
Customer Service & Support portal and select Open.

4. Select OK. Your FortiManager will upload the firmware image and you will receive the
following message.
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Figure 10:Firmware upgrade successful dialog box

Firmware Upgrade

The image has been uploaded successfully. The system
is rebooting. Please refresh your browser in a few
minutes.

Optionally, you can upgrade firmware stored on an FTP or TFTP server using the following CLI

command:

execute restore image {ftp |

tftp} <file path to server> <IP of

server> <username oOn server> <password>

Step 4: Verify the upgrade

1. Refresh the browser and log back into the device.
2. Launch the Device Manager module and make sure that all formerly added devices are still

listed.

3. Select each ADOM and make sure that managed devices reflect the appropriate connectivity

state. Optionally, go to System Settings > All ADOMs.

Figure 11:Device connectivity

_— Seardh

Device Name 1 Config Status T Connectivity T Policy Package Status ” Blatform Logs Quota T FortiGuard License
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& root [NAT] (Management) @ Not Modified a VDOM @ a
&y 111 [NAT] & Mot Modified @ FortiGate-wM&4-41_111 VDOM L ]
(&) wdom1 [NAT] & Not Modified a VDOM [
& vdom2 [NAT] @ Mot Modified [x} VDOM @
iy vdom3 [NAT] @ Mot Modified a VDOM [ ]
(&) tp [Transparent] @ Not Madified a VDOM [ ] £
FortiGate-VM&4-41: System j Dashboard [Customize]

£ Menu~

System Information Connection Summary

FortiGate-VM&4-41 [Change!
FGVMO4EW12000004

FortiGate 5.0.4 (0228) [Updatel
1 CPU, 976 MB RAM

Hostname

Serial Number
Firmviare Version
Hardware Status
HA Mode

VDOM

Standalone

Enzbled [Disable]

View Session List]

Thu Sep 12 10:17:22 PDT 2013 [Change

Session Information
System Time
Description

@ shutdown

Operation 3% Reboot

VM License
Valid
1 CPU/4 allowed, 976 MB RAM/5144 ME =llowed

License Status
VM Resources
Support Contract

Registration Not Registered

FortiGuard Services

License Information

P 10.2.115.41
Interfzace port1
Connecting User admin

Connectivity O [Refresh]

Connect to CLI via ® Tetner @ ssn

Configuration and Installation Status
System Template None [Change]
View

2 [Revision History] T2

Database Configuration

Total Revisions

m

Synchronized [Refresh]

Sync Status

Warning None
Instzllation Tracking
Device Settings Status Unmodified
Installation Preview &
Last Installation Revision-2 [2013-09-11 14:06:04) Installed By:
admin
Scheduled Installation None

4. Launch other functional modules and make sure they work properly.
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Upgrading the FortiManager firmware for an operating cluster

You can upgrade the FortiManager firmware of an operating FortiManager cluster in the same
was a upgrading the firmware of a standalone FortiManager unit. During the firmware upgrade
procedure, you connect to the primary unit Web-based Manager or CLI to upgrade the
firmware.

Similar to upgrading the firmware of a standalone FortiManager unit, normal FortiManager
operations are temporarily interrupted while the cluster firmware upgrades. As a result of this
interruption, you should upgrade the firmware during a maintenance window.

To upgrade FortiManager HA cluster:

1. Log into the primary unit Web-based Manager using the admin administrator account.

2. Upgrade the primary unit firmware. The upgrade is synchronized between the primary device
and backup devices.

Administrators may not be able to connect to the FortiManager Web-based Manager until the
upgrade synchronization process is complete. During the upgrade, using SSH or telnet to
connect to the CLI may also be slow, however use the console to connect to the CLI.

Downgrading to previous firmware versions

VAN

Upgrade Information

FortiManager does not provide a full downgrade path. You can downgrade to a previous
FortiManager firmware release via the Web-based Manager or CLI. A system reset is required
after the firmware downgrading process has completed.

All configuration will be lost after downgrading the device. For FortiManager devices with hard
drives installed, the hard drives will be formatted.

To re-initialize a FortiManager use the following CLI commands via a console port connection:

execute reset all-settings
execute format {disk | disk-ext4d}
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